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NIST SP 800-53 FPKI Security Controls Profile 

The following table summarizes the security controls and control enhancements required by 
National Institute of Standards and Technology Special Publication (NIST SP) 800-53 for Federal 
Public Key Infrastructure (PKI) Systems.  . 
 
The subsequent Security Control Family tables list the complete subset of NIST SP 800-53 
security controls and control enhancements required for evaluation of an PKI System.  In 
addition, this table shows control and control enhancement text modifications made to 
accommodate PKI systems. 
 
The companion to this document is Federal Public Key Infrastructure (FPKI) Security Controls 
Profile of Special Publication 800-53A, Assessment Guidance for Security Controls in PKI 
Systems, which is tailored to provide guidance for evaluating a PKI System against the 
requirements specified herein. 

Questions about this Profile should be directed to FPKI.Webmaster@gsa.gov
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C
ontrol N

um
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FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

AC
C

ESS C
O

N
TR

O
L 

A
C

-1  A
ccess C

ontrol P
olicy and 

P
rocedures  

A
C

-1  
A

C
-1 (P

KI-1) 

 

 A
C

-1   
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---] 

A
C

-1 (P
KI-1) 

In addition to local access control policy, the 
organization specifies access control policy and 
procedures in the P

KI C
ertificate Policy and 

C
ertification P

ractices Statem
ent (C

P
S

). 

 

A
C

-2  A
ccount M

anagem
ent  

A
C

-2a,b,c,d,e, 
h),i,j  
A

C
-2 (3) 

A
C

-2 (4) 
A

C
-2 (5) 

A
C

-2 (7) 
A

C
-2 (13) 

A
C

-2 (P
KI-1) 

A
C

-2 (P
KI-2) 

A
C

-2a.   
[Assignm

ent: organization-defined inform
ation system

 account 
types]  
P

aram
eter: [P

KI Trusted R
oles] 

A
C

-2e.   
[Assignm

ent: [Assignm
ent: organization-defined personnel or 

roles]  
P

aram
eter: [P

KI m
anagem

ent authority] 

 A
C

-2j.   
[Assignm

ent: organization-defined frequency]  
P

aram
eter: [as defined in the P

KI C
ertificate P

olicy (C
P

) and 
C

ertification P
ractices Statem

ent (C
P

S
)] 

   A
C

-2 (3) 
[Assignm

ent: organization-defined tim
e period] 

P
aram

eter: [---] 
 A

C
-2 (4) 

[Assignm
ent: organization-defined personnel or roles]. 

P
aram

eter: PK
I Trusted R

ole: A
dm

inistrator and/or A
uditor  

A
C

-2 (5) 
[Assignm

ent: organization-defined tim
e period] 

A
C

-2c.  G
roup, guest, tem

porary, shared and 
anonym

ous accounts are not perm
itted. 

 A
C

-2d.  G
uest, tem

porary, and anonym
ous 

accounts are not perm
itted. 

A
C

-2g.  N
ot A

pplicable ± S
ee P

KI-3.  

A
C

-2h 3..O
ther A

ttributes selected m
ust not 

contradict the requirem
ents of the C

P
/C

PS
.  

A
C

-2j.  S
ee A

C
-2 (PK

I-1).  

A
C

-2k.  G
roup, guest, tem

porary, shared and 
anonym

ous accounts are not perm
itted. 

 A
C

-2 (1).  R
eplaced by A

C
-2 (PK

I-1) 

A
C

-2 (2).  N
ot A

pplicable ± Tem
porary and 

em
ergency accounts are not perm

itted 

A
C

-2 (6).  P
rohibited ± D

ynam
ic accounts are not 

perm
itted 

A
C

-2 (8).  P
rohibited ± D

ynam
ic accounts are not 

perm
itted 
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P
aram

eter: [---] 

A
C

-2 (7) 
[Assignm

ent: organization-defined actions] 
P

aram
eter: [---] 

A
C

-2 (13) 
[Assignm

ent: organization-defined tim
e period] 

P
aram

eter: [---] 
 

A
C

-2 (9).  N
ot A

pplicable - G
roup, guest, tem

porary, 
shared and anonym

ous accounts are not perm
itted 

A
C

-2 (10).  N
ot A

pplicable - G
roup, guest, 

tem
porary, shared and anonym

ous accounts are not 
perm

itted 

A
C

-2 (11). R
eplaced by A

C
-2 (P

KI-2) 

A
C

-2 (12). R
eplaced by A

C
-2 (P

KI-1) 

A
C

-2 (P
KI-1)                                                          

The organization em
ploys autom

ated m
echanism

s 
under the control of P

KI Trusted R
oles identified in 

the C
P to support the m

anagem
ent of inform

ation 
system

 accounts.  

A
C

-2 (P
KI-2)                                                         

The organization requires at least tw
o-person P

K
I 

Trust R
ole access control for access to C

A 
equipm

ent and adm
inistrative control of the C

A
.  

A
C

-2 (P
KI-3)                                                         

The organization requires any m
onitoring 

m
echanism

 w
hich has access to C

A
 functions or 

operating system
 or to the physical platform

 is under 
the control of P

KI trusted roles in accordance w
ith 

the C
P/C

PS
  

A
C

-3  A
ccess E

nforcem
ent  

A
C

-3 

A
C

-3 (2) 

A
C

-3 (7) 
 

A
C

-3 (2) 
[Assignm

ent: organization-defined privileged com
m

ands and/or 
other organization-defined actions]  
P

aram
eter: [in accordance w

ith the C
P

/C
P

S
] 

 A
C

-3 (2) 
 [Assignm

ent: organization-defined roles and users  
authorized to assum

e such roles] 
P

aram
eter: [in accordance w

ith the C
P

/C
P

S
] 

 

N
one. 

A
C

-4  Inform
ation Flow

 E
nforcem

ent  
A

C
-4  

A
C

-4 (P
KI-1)     

A
C

-4 
[Assignm

ent:  
A

C
-4 (11).  R

eplaced by A
C

-4 (PKI-1) and A
C

-
4(P

K
I-2) 
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ents and G
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A
C

-4 (P
KI-2) 

organization-defined inform
ation flow

 control policies]. 
P

aram
eter: [---] 

  

A
C

-4 (P
KI-1)                                                          

The inform
ation system

 requires a privileged 
adm

inistrator to configure all attributes and security 
policies. 

A
C

-4 (P
KI-2)                                                         

The organization ensures that privileged 
adm

inistrators operate in a tw
o (or m

ore) person 
control environm

ent.  
A

C
-5  S

eparation of D
uties  

A
C

-5  
 A

C
-5 

[Assignm
ent: organization-defined duties of individuals]; 

P
aram

eter: [---] 
 

N
one. 

A
C

-6  Least P
rivilege  

A
C

-6 
A

C
-6 (2)  

A
C

-6 (5) 
A

C
-6 (7) 

A
C

-6 (8) 
A

C
-6 (9) 

A
C

-6 (10) 
A

C
-6 (P

KI-1) 
A

C
-6 (P

KI-2) 

A
C

-6 (1) 
[Assignm

ent: organization-defined list of security functions 
(deployed in hardw

are, softw
are, and firm

w
are and security-

relevant inform
ation] 

P
aram

eter: N
ot A

pplicable 

A
C

-6 (5) 
 [Assignm

ent: organization-defined personnel or roles] 
P

aram
eter: [Trusted R

oles in accordance w
ith the C

P
/C

P
S

] 
 A

C
-6 (7) 

[Assignm
ent: organization-defined frequency] the privileges 

assigned to]  
P

aram
eter: [---] 

[Assignm
ent: organization-defined roles or classes of users] 

P
aram

eter: [Trusted R
oles in accordance w

ith the C
P

/C
P

S
] 

 A
C

-6 (8) 
 [Assignm

ent: organization-defined softw
are] 

P
aram

eter: [---] 
  

A
C

-6 (1).  R
eplaced by A

C
-6 (PK

I-1) 

A
C

-6 (6).  R
eplaced by A

C
-6 (PK

I-2) 

A
C

-6 (P
KI-1) 

The organization ensures that access to C
A

 and R
A 

security and audit functions is lim
ited to specifically 

designated Trusted R
oles as detailed in the PK

I 
C

ertificate P
olicy (C

P
) and C

ertification P
ractices 

S
tatem

ent (C
P

S
). 

A
C

-6 (P
KI-2) 

The organization lim
its access to the P

KI 
inform

ation system
s as defined in the PK

I C
P/C

PS
..                                                      
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C
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A
C

-7  U
nsuccessful Login A

ttem
pts  

A
C

-7  
A

C
-7a. 

[Assignm
ent: organization-defined num

ber] 
P

aram
eter: [---] 

A
C

-7a. 
[Assignm

ent: organization-defined tim
e period] 

P
aram

eter: [---] 
 

A
C

-7b. 
[S

election: locks the account/node for an [Assignm
ent: 

organization-defined tim
e period]; locks the account/node until 

released by an adm
inistrator; delays next login prom

pt according 
to [Assignm

ent: organization-defined delay algorithm
]] 

P
aram

eter: [---] 

N
one. 

A
C

-8  S
ystem

 U
se N

otification  
A

C
-8  

 A
C

-6 (8a) 
[Assignm

ent: organization-defined system
 use notification 

m
essage or banner] 

P
aram

eter: [---] 
 A

C
-6 (8c) 

[Assignm
ent: organization-defined conditions] 

P
aram

eter: [---] 

N
one. 

 
 

 
 

A
C

-11 S
ession Lock  

A
C

-11 
A

C
-11a. 

[Assignm
ent: organization-defined tim

e period]   
P

aram
eter: [---]  

 
 

N
one. 

A
C

-12 S
ession Term

ination  
A

C
-12 

A
C

-12 
[Assignm

ent: organization-defined conditions or trigger events 
requiring session disconnect] 
P

aram
eter: [---] 

 

A
C

-14  P
erm

itted A
ctions W

ithout 
Identification/ A

uthentication  
A

C
-14 

 
A

C
-12 

[Assignm
ent: organization-defined user actions] 

P
aram

eter: [---] 

N
one. 
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A
C

-17  R
em

ote A
ccess  

A
C

-17  
A

C
-17 (1) 

A
C

-17 (2) 
A

C
-17 (3) 

A
C

-17 (4) 
A

C
-17 (9) 

A
C

-17 (P
KI-1) 

A
C

-17 (3) 
[Assignm

ent: organization-defined num
ber]  

P
aram

eter: [---]                                             

A
C

-17 (4) 
[Assignm

ent: organization-defined needs]  
P

aram
eter: [---]   

                                           
 

A
C

-17 (P
KI-1) 

The organization ensures that rem
ote access 

devices for adm
inistration of C

ertification A
uthorities 

im
plem

ent the sam
e physical and logical controls as 

the C
A itself. 

A
C

-18  W
ireless Access 

A
C

-18 
A

C
-18 (1) 

A
C

-18 (4) 
A

C
-18 (5) 

A
C

-18 (1) 
[S

election (one or m
ore): users; devices]  

P
aram

eter: [---] 
   

N
one. 

A
C

-19  A
ccess C

ontrol for M
obile 

D
evices  

A
C

-19 
 

 
N

one.  

A
C

-20  U
se of E

xternal Inform
ation 

S
ystem

s  
A

C
-20 

A
C

-20 (1) 
A

C
-20 (2) 

A
C

-20 (P
KI-1) 

A
C

-20 (P
KI-2) 

A
C

-20 (2) 
[S

election restricts; prohibits]  
P

aram
eter: [---] 

 

A
C

-20 (P
KI-1) 

The organization ensures that 
dow

nloading/uploading configuration inform
ation 

from
/to the C

A is restricted to authorized Trusted 
R

oles of the PK
I system

.   
 A

C
-20 (P

KI-2) 
The organization ensures that the use of external 
system

s to process, store, or transm
it inform

ation is 
lim

ited to /from
 the P

KI repositories and C
S

S.   

A
C

-22  P
ublicly Accessible C

ontent  
A

C
-22  

A
C

-22d. 
[Assignm

ent: organization-defined frequency]  
P

aram
eter: [---] 

N
one. 

AW
AR

EN
ESS AN

D
 TR

AIN
IN

G
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A
T-1  S

ecurity A
w

areness and 
Training P

olicy and P
rocedures  

A
T-1  

A
T-1 (PK

I-1) 
A

T-1 
[Assignm

ent: organization-defined frequency]  
P

aram
eter: [---] 

A
T-1 (PK

I-1) 
In addition to local aw

areness and training policy, 
the organization specifies aw

areness and training 
policy and procedures in the PK

I C
ertificate P

olicy 
and C

ertification P
ractices S

tatem
ent (C

PS
). 

A
T-2  S

ecurity A
w

areness  
A

T-2  
A

T-2 (1) 
A

T-2 (2) 

 

A
T-2 

[Assignm
ent: organization-defined frequency]  

P
aram

eter: [---] 

N
one. 

A
T-3  S

ecurity Training  
A

T-3                 

A
T-3 (PK

I-1)  

A
T-3 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---] 

A
T-3 (PK

I-1) 

In addition to local aw
areness and training policy, 

the organization specifies aw
areness and training 

policy and procedures in the PK
I C

ertificate P
olicy 

and C
ertification P

ractices S
tatem

ent (C
PS

). 

A
T-4  S

ecurity Training R
ecords  

A
T-4  

A
T-4b. 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---] 

N
one. 

AU
D

IT AN
D

 AC
C

O
U

N
TAB

ILITY
 

A
U

-1  A
udit and Accountability P

olicy 
and P

rocedures  
A

U
-1  

A
U

-1 (P
KI-1) 

A
U

-1 
[Assignm

ent: organization-defined personnel or  
roles] 
P

aram
eter: [---] 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---] 
  [Assignm

ent: organization-defined frequency] 
P

aram
eter: [---] 

 

A
U

-1 (P
KI-1)                                                                     

In addition to local A
udit and Accountability policy, 

the organization specifies A
udit and Accountability 

policy and procedures in the PK
I C

ertificate P
olicy 

and C
ertification P

ractices S
tatem

ent (C
PS

). 
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A
U

-2  A
uditable E

vents  
A

U
-2a,b 

A
U

-2 (3) 
A

U
-2 (P

KI-1) 

A
U

-2a. 
[Assignm

ent: organization-defined list of auditable events]  
P

aram
eter: [---] 

A
U

-2d. 
[Assignm

ent: organization-defined subset of the auditable events 
defined in A

U
-2 a. to be audited] 

P
aram

eter: N
ot A

pplicable 

A
U

-2d. 
[Assignm

ent: organization-defined frequency of (or situation 
requiring) auditing for each identified event] 
P

aram
eter: N

ot A
pplicable 

A
U

-2 (3) 
[Assignm

ent: organization-defined frequency]  
P

aram
eter: [---]  

A
U

-2c.  N
ot A

pplicable  

A
U

-2d.  N
ot A

pplicable  

A
U

-2 (P
KI-1)                                                                     

The organization ensures that the m
inim

um
 list of 

auditable events is specified in the PK
I C

ertificate 
P

olicy.  

 

A
U

-3  C
ontent of A

udit R
ecords  

A
U

-3 
A

U
-3 (1) 

A
U

-3 (P
KI-1) 

A
U

-3 (P
KI-2) 

A
U

-3 (1) 
[Assignm

ent: organization-defined additional, m
ore detailed 

inform
ation]                                                                            

P
aram

eter: [---] 

A
U

-3 (P
KI-2) 

[Assignm
ent: organization-defined inform

ation system
 

com
ponents] 

P
aram

eter: [P
KI S

ystem
 C

om
ponents] 

A
U

-3 (P
KI-1)                                                                     

The organization PK
I P

rogram
 controls and 

m
anages the content of audit records generated by 

the PK
I C

As and R
As. 

A
U

-3 (P
KI-2)                                                                     

C
entralized m

anagem
ent and configuration of the 

content to be captured in audit records generated by 
[Assignm

ent: organization-defined inform
ation 

system
 com

ponents] shall be under the control of 
P

KI Trusted R
oles. 

A
U

-4  A
udit Storage C

apacity  
A

U
-4                

A
U

-4 (P
KI-1) 

A
U

-4 
[Assignm

ent: organization-defined audit record storage 
requirem

ents].. 
P

aram
eter: [P

KI C
P

 and C
P

S] 

 

A
U

-4 (P
KI-1)                                                                     

The organization ensures that A
udit logs for the PK

I 
are backed up and archived prior to overw

riting or 
deletion of the audit log. 
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A
U

-5  

R
esponse to A

udit P
rocessing 

Failures  

A
U

-5  
A

U
-5 (1) 

A
U

-5 (2) 

A
U

-5a  
[Assignm

ent: organization-defined personnel or roles] 
P

aram
eter: [---] 

A
U

-5b   
[Assignm

ent:  O
rganization-defined actions to be taken]  

P
aram

eter:  [The appropriate authority as specified in the C
P

 and 
C

P
S

 shall determ
ine w

hether to suspend PK
I S

ystem
 operation 

until the problem
 is rem

edied.] 

A
U

-5 (1)   
[Assignm

ent: organization-defined personnel, roles, and/or 
locations]  
P

aram
eter: [---] 

[Assignm
ent: organization-defined tim

e period] 
P

aram
eter: [---] 

 A
U

-5 (2) 
[Assignm

ent: organization-defined real-tim
e period] 

P
aram

eter: [---] 
[Assignm

ent: organization-defined personnel, roles, and/or 
locations] 
P

aram
eter: [---] 

  

N
one. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

A
U

-6  

A
udit R

eview
, A

nalysis, and 
R

eporting  

A
U

-6 
A

U
-6 (7) 

A
U

-6 (P
KI-1) 

 

A
U

-6a. 
[Assignm

ent: organization-defined frequency]  
P

aram
eter: [---]    

A
U

-6a. 
[Assignm

ent: organization-defined inappropriate or unusual 
activity]   
P

aram
eter: [---]   

[Assignm
ent: organization-defined frequency]  

P
aram

eter: [---]   
 A

U
-6b. 

[Assignm
ent: organization-defined frequency]  

P
aram

eter: [---]  
 A

U
-6 (7). 

[S
election (one or m

ore): inform
ation system

 process; role; user]                                                             
P

aram
eter: [---] 

A
U

-6 (P
KI-1) 

The organization em
ploys autom

ated m
echanism

s, 
under the control of P

KI Trusted R
oles, to integrate 

audit review
, analysis, and reporting processes to 

support organizational processes for investigation 
and response to suspicious activities. 

A
U

-7  

A
udit R

eduction and R
eport 

G
eneration  

A
U

-7 
A

U
-7 (1)          

A
U

-7 (P
KI-1) 

A
U

-7 (1) 
[Assignm

ent: organization-defined audit fields w
ithin audit records]  

P
aram

eter: [---] 

 

A
U

-7 (P
KI-1)                                                                     

The organization ensures that A
udit reduction and 

report generation tools are used under the control of 
Trusted R

oles. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

A
U

-8  Tim
e S

tam
ps  

A
U

-8 
A

U
-8 (1) 

A
U

-8b 
[Assignm

ent: organization-defined granularity of tim
e 

m
easurem

ent]  
P

aram
eter: [---] 

A
U

-8 (1) 
[Assignm

ent: organization-defined frequency]  
P

aram
eter: [---] 

A
U

-8 (1) 
[Assignm

ent: organization-defined authoritative tim
e source]  

P
aram

eter:  [---] 

A
U

-8 (1) 
[Assignm

ent: organization-defined tim
e period]  

P
aram

eter:  [---] 

N
one. 

A
U

-9  P
rotection of A

udit Inform
ation  

A
U

-9 
A

U
-9 (2) 

A
U

-9 (3) 
A

U
-9 (4) 

  

A
U

-9 (2) 
[Assignm

ent: organization-defined frequency]  
P

aram
eter:  [---]. 

A
U

-9 (4) 
[Assignm

ent: organization-defined subset of users]  
P

aram
eter:  [PK

I Trusted R
oles] 

N
one. 

A
U

-10  N
on-R

epudiation 
A

U
-10 

  

A
U

-10 
[Assignm

ent: organization-defined actions to be covered by non-
repudiation]  

P
aram

eter:  [---] 

N
one. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

A
U

-11  A
udit R

ecord R
etention  

A
U

-11  

A
U

-11 (1) 

A
U

-11 
[Assignm

ent: organization-defined tim
e period consistent w

ith 
records retention policy]  
P

aram
eter: [onsite for 2 m

onths or until review
ed and archives 

audit records for a period of tim
e specified in the C

ertificate P
olicy 

(C
P

) and C
ertification P

ractices S
tatem

ent (C
P

S
)]  

A
U

-11 
[Assignm

ent: organization-defined m
easures]  

P
aram

eter: [in accordance w
ith the P

KI C
P

 and/or C
PS

] 

N
one.  

A
U

-12  A
udit G

eneration  
A

U
-12  

A
U

-12 (1) 
A

U
-12 (P

KI-1) 

A
U

-12a. 
[Assignm

ent: organization-defined inform
ation system

 
com

ponents]  
P

aram
eter: [---]       

A
U

-12b. 
[Assignm

ent: organization-defined personnel or roles]  
P

aram
eter: [---]       

A
U

-12 (1) 
[Assignm

ent: organization-defined inform
ation system

 
com

ponents] 
P

aram
eter: [---] 

[Assignm
ent: logical or physical] 

P
aram

eter: [---] 

[Assignm
ent: organization-defined level of tolerance for 

relationship betw
een tim

e stam
ps of individual records in the audit 

trail] 
P

aram
eter: [---]                                  

A
U

-12 (P
KI-1) 

R
eplaces A

U
-12 (3).  The scope of the audit 

param
eters for the PK

I system
 is defined in the P

K
I 

C
P

 and/or C
P

S.  

ASSESSM
EN

T AN
D

 AU
TH

O
R

IZA
TIO

N
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

C
A

-1  S
ecurity Assessm

ent and 
A

uthorization P
olicies and 

P
rocedures  

C
A

-1                 
C

A
-1 (P

KI-1) 
C

A
-1 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---] 
 [Assignm

ent: organization-defined frequency] 
P

aram
eter: [---] 

 [Assignm
ent: organization-defined frequency] 

P
aram

eter: [---] 

C
A

-1 (P
KI-1)                                                                     

In addition to local S
ecurity Assessm

ent and 
A

uthorization policy, the organization specifies 
access control S

ecurity A
ssessm

ent and 
A

uthorization in the PK
I C

ertificate P
olicy and 

C
ertification P

ractices Statem
ent (C

P
S

). 

C
A

-2  S
ecurity Assessm

ents  
C

A
-2 

C
A

-2 (1) 
C

A
-2 (2) 

C
A

-2b. 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---] 

C
A

-2d. 
[Assignm

ent: organization-defined individuals or roles] 
P

aram
eter: [---]                                                             

C
A

-2 (1). 
[Assignm

ent: organization-defined level of independence] 
P

aram
eter: [---]                                             

C
A

-2 (2). 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---]  

[S
election: announced; unannounced] 

P
aram

eter: [---]  

[S
election: (one or m

ore): in-depth m
onitoring; vulnerability 

scanning; m
alicious user testing; insider threat assessm

ent; 
perform

ance/load testing] 
P

aram
eter: [---]  

[Assignm
ent: organization-defined other form

s of security 
assessm

ent] 
P

aram
eter: [---]  

  

N
one. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

C
A

-3  Inform
ation S

ystem
 

C
onnections  

C
A

-3  

C
A

-3 (5) 

C
A

-3 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---]  

C
A

-3 (5) 
[S

election: allow
-all, deny-by-exception; deny-all, perm

it-by-
exception]   
P

aram
eter: [perm

it-by-exception]  

[Assignm
ent: organization-defined inform

ation system
s] to 

connect to external inform
ation system

s 

P
aram

eter: [---]  

  

N
one. 

C
A

-5  P
lan of Action and M

ilestones  
C

A
-5  

C
A

-5b. 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---] 

N
one. 

C
A

-6  S
ecurity A

uthorization  
C

A
-6  

C
A

-6c. 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---]  

N
one. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

C
A

-7  C
ontinuous M

onitoring  
C

A
-7                 

C
A

-7 (P
KI-1) 

 

C
A

-7a. 
[Assignm

ent: organization-defined m
etrics] 

P
aram

eter: [---]                                                                

C
A

-7b. 
[Assignm

ent: organization-defined frequencies] 
P

aram
eter: [---]                                                                 

[Assignm
ent: organization-defined frequencies] 

P
aram

eter: [---]                                                                 

C
A

-7g. 
[Assignm

ent: organization-defined personnel or roles] 
P

aram
eter: [---]      

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---]                                                                 

                                                             

C
A

-7 (P
KI-1)                                                                     

The organization ensures that the C
ontinuous 

M
onitoring function is under the control of the PK

I 
S

ystem
 Trusted R

oles as defined in the P
KI 

C
ertificate P

olicy (C
P

) and C
ertification P

ractices 
S

tatem
ent (C

P
S

). 

C
O

N
FIG

U
R

ATIO
N

 M
AN

AG
EM

EN
T 

C
M

-1  

C
onfiguration M

anagem
ent P

olicy 
and P

rocedures  

C
M

-1                
C

M
-1 (P

K
I-1)  

C
M

-1a 
[Assignm

ent: organization-defined frequency]  
P

aram
eter: [---] 

C
M

-1b 
 [Assignm

ent: organization-defined frequency]  
P

aram
eter: [---] 

[Assignm
ent: organization-defined frequency]  

P
aram

eter: [---] 

C
M

-1 (P
K

I-1)                                                                     
In addition to local C

onfiguration M
anagem

ent 
policy, the organization specifies C

onfiguration 
M

anagem
ent in the PK

I C
ertificate P

olicy and 
C

ertification P
ractices Statem

ent (C
P

S
). 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

C
M

-2  B
aseline C

onfiguration  
C

M
-2 

C
M

-2 (1) 
C

M
-2 (3) 

C
M

-2 (6)         
C

M
-2 (P

K
I-1)   

C
M

-2 (P
K

I-2)  
C

M
-2 (P

K
I-3) 

C
M

-2 (1) (a) 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---]                                                                

C
M

-2 (1) (b) 
[Assignm

ent: organization-defined circum
stances]  

P
aram

eter: [---]                                        

C
M

-2 (3) 
[Assignm

ent: organization-defined previous versions of baseline 
configurations of the inform

ation system
]  

P
aram

eter: [---]                                        

 

C
M

-2 (2).   R
eplaced by C

M
-2 (P

KI-3). 

C
M

-2 (4).   P
rohibited because PKI-1 and PK

I-2 are 
required. 

C
M

-2 (P
K

I-1)                                                                     
The organization ensures that the P

KI C
A hardw

are, 
softw

are, and m
iddlew

are are dedicated to 
perform

ing one task: the C
A

.   

C
M

-2 (P
K

I-2)                                                                     
The organization ensures that there are no other 
applications; hardw

are devices, netw
ork 

connections, or com
ponent softw

are installed w
hich 

are not part of the C
A

 operation. 

C
M

-2 (P
K

I-3)                                                                     
The organization ensures that any autom

ated 
m

echanism
s em

ployed by the organization em
ploys 

autom
ated m

echanism
s to m

aintain an up-to-date, 
com

plete, accurate, and readily available baseline 
configuration of the inform

ation system
 are under 

the control of P
KI Trusted R

oles. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

C
M

-3  C
onfiguration C

hange C
ontrol  

C
M

-3 
C

M
-3 (1) 

C
M

-3 (2)         
C

M
-3 (P

K
I-1) 

C
M

-3e. 
[Assignm

ent: organization-defined tim
e period]  

P
aram

eter: [---] 

C
M

-3g. 
[Assignm

ent: organization-defined configuration change control 
elem

ent]  
P

aram
eter: [---] 

[S
election (one or m

ore):  [Assignm
ent: organization-defined 

frequency]; [A
ssignm

ent: organization-defined configuration 
change conditions]] 
P

aram
eter: [---] 

C
M

-3 (1) (b) 
[Assignm

ent: organization-defined approval authorities] 
P

aram
eter: [---] 

 C
M

-3 (1) (c) 
[Assignm

ent: organization-defined tim
e period] 

P
aram

eter: [---] 
 C

M
-3 (1) (f) 

[Assignm
ent: organization-defined personnel] 

P
aram

eter: [---] 
 

C
M

-3 (3).   P
rohibited because C

M
-3 (P

K
I-1) is 

required. 

C
M

-3 (P
K

I-1)                                                                     
The organization ensures that any autom

ated 
m

echanism
s em

ployed by the organization to 
im

plem
ent changes to the current inform

ation 
system

 baseline and deploys updated baselines 
across the installed base are under the control of 
P

KI Trusted R
oles.  

 

C
M

-4  S
ecurity Im

pact A
nalysis  

C
M

-4  
C

M
-4 (1) 

N
one. 

N
one. 

C
M

-5  A
ccess R

estrictions for 
C

hange  
C

M
-5 

C
M

-5 (1) 
C

M
-5 (2) 

         
C

M
-5 (5) 

C
M

-5 (P
K

I-1) 

C
M

-5 (2)  
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [C

A
 S

ystem
s]                                                                                                         

 [Assignm
ent: organization-defined circum

stances] 
P

aram
eter: [C

A
 S

ystem
s]                                                                                                         

C
M

-5 (2) (b)  
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---]                                                                                                                                                                                                                 

C
M

-5 (P
K

I-1)                                                                     
The organization ensures that all changes to 
hardw

are, softw
are, and firm

w
are com

ponents and 
system

 inform
ation directly w

ithin a production 
environm

ent are adm
inistered by P

KI Trusted 
R

oles.  
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

C
M

-6  C
onfiguration S

ettings  
C

M
-6b,c,d 

C
M

-6 (P
K

I-1)   
C

M
-6 (P

K
I-2) 

C
M

-6a ± S
ee C

M
-6 (P

KI-1). 
C

M
-6c 

[Assignm
ent: organization-defined inform

ation system
 

com
ponents] 

P
aram

eter: [---] 
 [Assignm

ent: organization-defined operational com
ponents] 

P
aram

eter: [---] 
  

C
M

-6a.   R
eplaced by C

M
-6 (P

KI-1). 

C
M

-6 (1).  R
eplaced by C

M
-6 (PK

I-2) 

C
M

-6 (2).  N
ot A

pplicable   

C
M

-6 (P
K

I-1)                                                                     
The organization establishes and docum

ents 
m

andatory configuration settings unique to the C
A 

and R
A

 system
s in the PK

I C
ertificate P

olicy (C
P

) 
and C

ertification P
ractices S

tatem
ent (C

PS
) 

C
M

-6 (P
K

I-2)                                                                     
The organization ensures that If the organization 
em

ploys autom
ated m

echanism
s to centrally 

m
anage, apply, and verify configuration settings, 

this function is under the control of the P
KI S

ystem
 

Trusted R
oles as defined in the PK

I C
ertificate 

P
olicy (C

P
) and C

ertification P
ractices Statem

ent 
(C

P
S

). 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

C
M

-7  Least Functionality  
C

M
-7 

C
M

-7 (1) 
 C

M
-7 (5) 

 

C
M

-7  
[Assignm

ent: organization-defined list of prohibited or restricted 
functions, ports, protocols, and/or services] 
P

aram
eter: [as specified in the PKI C

P and C
PS

]  

C
M

-7 (1a) 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---]  

C
M

-7 (1b) 
[Assignm

ent: organization-defined functions, ports, protocols, and 
services w

ithin the inform
ation system

s deem
ed to be 

unnecessary and/or non-secure] 
P

aram
eter: [---]  

C
M

-5 (5c) 
[Assignm

ent: organization-defined softw
are program

s authorized 
to execute on the inform

ation system
] 

P
aram

eter: [---]  

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---]  

  

N
one. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

C
M

-8  Inform
ation S

ystem
 

C
om

ponent Inventory  
C

M
-8 

C
M

-8 (1) 
C

M
-8 (2) 

C
M

-8 (3) 
C

M
-8 (4) 

C
M

-8 (5)         
C

M
-8 (P

K
I-1) 

 C
M

-8a, 4.. 
[Assignm

ent: organization-defined inform
ation deem

ed necessary 
to achieve effective inform

ation system
 accountability 

accountability] 
P

aram
eter: [---] 

C
M

-8b 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---] 

C
M

-8 (3) (a)  
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---]           

C
M

-8 (3) (b)  
[S

election (one or m
ore): disables netw

ork access by such 
com

ponents; isolates the com
ponents; notifies [Assignm

ent: 
organization-defined personnel or roles] 
P

aram
eter: [---]           

 C
M

-8 (4) 
[S

election (one or m
ore): nam

e; position; role] 
P

aram
eter: [---]                                                                         

C
M

-8 (P
K

I-1)                                                                     
The organization ensures that autom

ated inventory 
collection m

echanism
s do not violate the physical 

access, logical access, and netw
ork security 

requirem
ents defined in the C

P
 and C

P
S. 

 

C
M

-9  C
onfiguration M

anagem
ent 

P
lan  

C
M

-9  
N

one. 
N

one. 

C
M

-10  S
oftw

are U
sage R

estrictions 
C

M
-10 

N
one. 

N
one. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

C
M

-11  U
ser-Installed S

oftw
are 

C
M

-11 

 
C

M
-11a 

[Assignm
ent: organization-defined policies] 

P
aram

eter: [---]                                                                         

C
M

-11b 
[Assignm

ent: organization-defined m
ethods] 

P
aram

eter: [---]                                                                        

C
M

-11c 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---]                                                                          

  

 

C
O

N
TIN

G
EN

C
Y PLAN

N
IN

G
 

C
P

-1  C
ontingency Planning P

olicy 
and P

rocedures  

 C
P

-1                
C

P
-1 (P

KI-1) 

 

C
P

-1 
[Assignm

ent: organization-defined frequency]  
P

aram
eter: [---] 

C
P

-1 
[Assignm

ent: organization-defined frequency]  
P

aram
eter: [---] 

C
P

-1 
[Assignm

ent: organization-defined frequency]  
P

aram
eter: [---] 

C
P

-1 (P
KI-1)                                                                     

In addition to local C
ontingency Planning policy, the 

organization specifies C
ontingency P

lanning in the 
P

KI C
ertificate P

olicy and C
ertification P

ractices 
S

tatem
ent (C

P
S

). 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

C
P

-2  C
ontingency Plan  

C
P

-2 
C

P
-2 (1) 

C
P

-2 (2) 
C

P
-2 (3) 

C
P

-4 (4) 

C
P

-4 (5) 

C
P

-4 (8) 

C
P

-2a (6). 
[Assignm

ent: organization-defined personnel or roles] 
P

aram
eter: [---]                                                              

 C
P

-2b. 
[Assignm

ent: organization-defined list of key contingency 
personnel (identified by nam

e and/or by role) and organizational 
elem

ents] 
P

aram
eter: [---]                                               

C
P

-2d. 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---]                                                              

C
P

-2f. 
[Assignm

ent: organization-defined list of key contingency 
personnel (identified by nam

e and/or by role) and organizational 
elem

ents] 
P

aram
eter: [---]     

C
P

-2 (3) 
[Assignm

ent: organization-defined tim
e period] 

P
aram

eter: [---]           

C
P

-2 (4). 
[Assignm

ent: organization-defined tim
e period] 

P
aram

eter: [---]                                                                                              

N
one. 

C
P

-3  C
ontingency Training  

C
P

-3  
C

P
-3 (1) 

C
P

-3 
[Assignm

ent: organization-defined tim
e period] 

P
aram

eter: [---] 

C
P

-3 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---] 

N
one. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

C
P

-4  C
ontingency Plan Testing and 

E
xercises  

C
P

-4 
C

P
-4 (1) 

C
P

-4 (2) 
C

P
-4 (4) 

C
P

-4a. 
[Assignm

ent: organization-defined frequency] 
P

aram
eter:  [---] 

[Assignm
ent: organization-defined tests and/or exercises]  

P
aram

eter: [---] 

N
one. 

C
P

-6  A
lternate Storage S

ite  
C

P
-6 

C
P

-6 (1) 
C

P
-6 (2) 

C
P

-6 (3) 

N
one. 

N
one. 

C
P

-7  A
lternate P

rocessing S
ite  

C
P

-7 
C

P
-7 (1) 

C
P

-7 (2) 
C

P
-7 (3) 

C
P

-7 (4) 
 

C
P

-7a. 
[Assignm

ent: organization-defined inform
ation system

 operations]  

P
aram

eter: [P
KI S

ystem
] 

C
P

-7a. 
[Assignm

ent: organization-defined tim
e period consistent w

ith 
recovery tim

e objectives]  
P

aram
eter: [---] 

N
one. 

C
P

-8  Telecom
m

unications S
ervices  

C
P

-8 
C

P
-8 (1) 

C
P

-8 (2) 
C

P
-8 (3) 

C
P

-8 (4) 
C

P
-8 (5) 

 

C
P

-8 
[Assignm

ent: organization-defined inform
ation system

 operations]  

P
aram

eter: [P
KI S

ystem
] 

C
P

-8 
[Assignm

ent: organization-defined tim
e period]  

P
aram

eter: [---] 

C
P

-8 (4) 
[Assignm

ent: organization-defined frequency]  

P
aram

eter: [---] 
 

N
one. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

C
P

-9  Inform
ation S

ystem
 B

ackup  
C

P
-9 

C
P

-9 (1) 
C

P
-9 (2)  

C
P

-9 (3) 
C

P
-9 (5) 

C
P

-9a. 
[Assignm

ent: organization-defined frequency consistent w
ith 

recovery tim
e and recovery point objectives] 

P
aram

eter: [---]  

C
P

-9b. 
[Assignm

ent: organization-defined frequency consistent w
ith 

recovery tim
e and recovery point objectives] 

P
aram

eter: [---]  

C
P

-9c. 
[Assignm

ent: organization-defined frequency consistent w
ith 

recovery tim
e and recovery point objectives] 

P
aram

eter: [---]  

C
P

-9 (1) 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---] 

C
P

-9 (3) 
[Assignm

ent: organization-defined organization-defined critical 
inform

ation system
 softw

are and other security-related 
inform

ation] 
P

aram
eter: [---] 

N
one. 

C
P

-10  Inform
ation S

ystem
 R

ecovery 
and R

econstitution  
C

P
-10 

C
P

-10 (2) 
C

P
-10 (4) 

C
P

-10 (6) 

  C
P

-10 (4) 
[Assignm

ent: organization-defined restoration tim
e-periods] 

P
aram

eter: [---]                                    

N
one. 

ID
EN

TIFIC
ATIO

N
 AN

D
 AU

TH
EN

TIC
ATIO

N
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

IA
-1  Identification and 

A
uthentication P

olicy and 
P

rocedures  

IA
-1                    

IA
-1 (P

KI-1)  
IA

-1 
[Assignm

ent: organization-defined frequency]  
P

aram
eter: [---] 

IA
-1 

[Assignm
ent: organization-defined frequency]  

P
aram

eter: [---] 

IA
-1 (P

KI-1)                                                                     
In addition to local Identification and A

uthentication 
policy and procedures, the organization specifies 
Identification and A

uthentication policy and 
procedures in the P

KI C
ertificate Policy (C

P
) and 

C
ertification P

ractices Statem
ent (C

P
S

). 

 

IA
-2  Identification and 

A
uthentication (O

rganizational 
U

sers)  

IA
-2 

IA
-2 (1) 

IA
-2 (2) 

IA
-2 (3) 

IA
-2 (4) 

 IA
-2 (8)  

IA
-2 (9) 

IA
-2 (8) 

[Assignm
ent: organization-defined replay-resistant authentication 

m
echanism

s]  
P

aram
eter: [---] 

IA
-2 (9) 

[Assignm
ent: organization-defined replay-resistant authentication 

m
echanism

s] 
P

aram
eter: [---] 

N
one. 

IA
-3  D

evice Identification and 
A

uthentication  
IA

-3  
IA

-3 
[Assignm

ent: organization-defined list of specific and/or types of 
devices]  
P

aram
eter: [---] 

[S
election (one or m

ore): local; rem
ote; netw

ork] 

P
aram

eter: [---] 

N
one. 



FPKI Security Controls for PKI System
s 

                        
             v1.0.0 

_______________________________________________________________________________________________________________________________________________ 

Page 28 
 

C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

IA
-4  Identifier M

anagem
ent  

IA
-4 a,b,c, d, e                   

IA
-4 (3)                 

IA
-4 (4)                  

IA
-4a 

[Assignm
ent: organization-defined personnel or roles] 

P
aram

eter: [---] 
 IA

-4d 
[Assignm

ent: organization-defined tim
e period] 

P
aram

eter: [---] 
 IA

-4e 
[Assignm

ent: organization-defined tim
e period of inactivity] 

P
aram

eter: [---] 

 IA
-4 (4) 

[Assignm
ent: organization-defined characteristic identifying 

individual status] 
P

aram
eter:  [a Trusted R

ole] 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

IA
-5  A

uthenticator M
anagem

ent  
IA

-5 
IA

-5 (1) 
IA

-5 (2) 
IA

-5 (3)               
IA

-5 (6) 
IA

-5 (11) 
IA

-5 (14) 
IA

-5 (15)                

IA
-5g. 

[Assignm
ent: organization-defined tim

e period by authenticator 
type] 
P

aram
eter: [---] 

IA
-5 (1) (a) 

[Assignm
ent: organization-defined requirem

ents for case 
sensitivity, num

ber of characters, m
ix of upper-case letters, low

er-
case letters, num

bers, and special characters, including m
inim

um
 

requirem
ents for each type] 

P
aram

eter: [---]                                                                   

IA
-5 (1) (b) 

[Assignm
ent: organization-defined num

ber] 
P

aram
eter: [---] 

IA
-5 (1) (d) 

[Assignm
ent: organization-defined num

bers for lifetim
e m

inim
um

, 
lifetim

e m
axim

um
] 

P
aram

eter: [---] 

IA
-5 (1) (e) 

[Assignm
ent: organization-defined num

ber] 
P

aram
eter: [---]  

IA
-5 (3) 

[Assignm
ent: organization-defined types of and/or specific 

authenticators] 
P

aram
eter: [---] 

[S
election: in person; by a trusted third party] 

P
aram

eter: [---] 

[Assignm
ent: organization-defined registration authority] 

P
aram

eter: [---] 

[Assignm
ent: organization-defined personnel roles] 

P
aram

eter: [---] 

IA
-5 (11) 

[Assignm
ent: organization-defined token quality requirem

ents] 
P

aram
eter: [FIPS

 140-2]  

 

N
one. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

IA
-6  A

uthenticator Feedback  
IA

-6  
N

one. 
N

one. 

IA
-7  C

ryptographic M
odule 

A
uthentication  

IA
-7  

N
one. 

N
one. 

IN
C

ID
EN

T R
ESPO

N
SE 

IR
-1  Incident R

esponse P
olicy and 

P
rocedures  

IR
-1                   

IR
-1 (P

KI-1)  
IR

-1 
[Assignm

ent: organization-defined personnel or roles] 
P

aram
eter: [---] 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---] 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---] 

IR
-1 (P

KI-1)                                                                     
In addition to local Incident R

esponse policy and 
procedures, the organization specifies Incident 
R

esponse policy and procedures in the P
KI 

C
ertificate P

olicy (C
P

) and C
ertification P

ractices 
S

tatem
ent (C

P
S

).  

IR
-2  Incident R

esponse Training  
IR

-2  
IR

-2 (1) 
  

IR
-2b. 

[Assignm
ent: organization-defined tim

e period] 
P

aram
eter: [---] 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [as required by local policy] 

IR
-2 (2).  N

ot A
pplicable because other non-

autom
ated m

echanism
s can be used to satisfy 

incident response training w
ithin a P

KI environm
ent. 

IR
-3  Incident R

esponse Testing and 
E

xercises  
IR

-3  

IR
-3 (2) 

  

IR
-3 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---]  

[Assignm
ent: organization-defined tests]  

P
aram

eter: [---] 

IR
-3 (1).  N

ot A
pplicable because other non-

autom
ated m

echanism
s can be used to satisfy 

incident response testing and exercises w
ithin a P

KI 
environm

ent. 



FPKI Security Controls for PKI System
s 

                        
             v1.0.0 

_______________________________________________________________________________________________________________________________________________ 

Page 31 
 

C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

IR
-4  Incident H

andling  
IR

-4 
IR

-4 (3) 
IR

-4 (8)              
IR

-4 (P
KI-1) 

IR
-4 (3) 

[Assignm
ent: organization-defined actions to take in response to 

classes of incidents] 
P

aram
eter: [---] 

IR
-4 (8) 

[Assignm
ent: organization-defined external organizations] 

P
aram

eter: [---] 
 [Assignm

ent: organization-defined incident inform
ation] 

P
aram

eter: [---] 

IR
-4 (1).  N

ot A
pplicable because other non-

autom
ated m

echanism
s can be used to satisfy 

incident handling w
ithin a PK

I environm
ent  

IR
-4 (2).  P

rohibited.  C
onfiguration of the P

KI 
S

ystem
 should only be perform

ed under the control 
of PK

I Trusted R
oles. 

IR
-4 (P

KI-1)                                                                     
The organization ensures that if autom

ated Incident 
R

esponse m
echanism

s are im
plem

ented on the C
A

, 
control of these m

echanism
s are lim

ited to Trusted 
R

oles. 

IR
-5  Incident M

onitoring  
IR

-5  
IR

-5 (P
KI-1) 

N
one. 

IR
-5 (1).  N

ot A
pplicable because of IR

-5 (P
KI-1). 

IR
-5 (P

KI-1)                                                                     
The organization ensures that any autom

ated 
m

echanism
s used to support incident m

onitoring are 
under the control of Trusted R

oles. 

IR
-6  Incident R

eporting  
IR

-6 

IR
-6 (2) 

IR
-6 (P

KI-1)          

IR
-6a. 

[Assignm
ent: organization-defined tim

e period] 
P

aram
eter: [---] 

[Assignm
ent: organization-defined authorities] 

P
aram

eter: [---] 

IR
-6 (2) 

[Assignm
ent: organization-defined personnel or roles] 

P
aram

eter: [---] 

 

IR
-6 (1).  N

ot A
pplicable because of IR

-6 (P
KI-1). 

IR
-6 (P

KI-1)                                                                     
The organization ensures that any autom

ated 
m

echanism
s used to support incident reporting are 

under the control of Trusted R
oles. 

IR
-7  Incident R

esponse A
ssistance  

IR
-7 

IR
-7 (2)              

IR
-7 (P

KI-1) 

N
one. 

IR
-7 (1).  N

ot A
pplicable because of IR

-7 (P
KI-1). 

IR
-7 (P

KI-1)                                                                     
The organization ensures that any autom

ated 
m

echanism
s used to support incident response are 

under the control of Trusted R
oles. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

IR
-8  Incident R

esponse P
lan  

IR
-8  

IR
-8a. 

[Assignm
ent: organization-defined personnel or roles]   

P
aram

eter: [7UXVWHG�5
ROHV�DQG�WKH�RUJDQL]DWLRQ¶V�3.

,�3
ROLF\�

A
uthority] 

IR
-8b. 

[Assignm
ent: organization-defined list of incident response 

personnel (identified by nam
e and/or by role) and organizational 

elem
ents]   

P
aram

eter: [7UXVWHG�5
ROHV�DQG�WKH�RUJDQL]DWLRQ¶V�3.

,�3
ROLF\�

A
uthority] 

IR
-8c. 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [annually] 

IR
-8e.  

[Assignm
ent: organization-defined list of incident response 

personnel (identified by nam
e and/or by role) and organizational 

elem
ents] 

P
aram

eter: [7UXVWHG�5
ROHV�DQG�WKH�RUJDQL]DWLRQ¶V�3.

,�3
ROLF\�

A
uthority] 

N
one. 

M
AIN

TEN
AN

C
E

 

M
A

-1  S
ystem

 M
aintenance P

olicy 
and P

rocedures  
M

A
-1                

M
A

-1 (P
KI-1)  

M
A

-1a 
[Assignm

ent: organization-defined personnel or roles] 
P

aram
eter: [---] 

M
A

-1b 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---] 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---] 

M
A

-1 (P
KI-1)                                                                     

In addition to local S
ystem

 M
aintenance policy and 

procedures, the organization specifies S
ystem

 
M

aintenance policy and procedures in the PK
I 

C
ertificate P

olicy (C
P

) and C
ertification P

ractices 
S

tatem
ent (C

P
S

). 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

M
A

-2  C
ontrolled M

aintenance  
M

A
-2 

M
A

-2 (P
KI-1) 

M
A

-2c 
[Assignm

ent: organization-defined personnel or roles] 
P

aram
eter: [---] 

M
A

-2f 
[Assignm

ent: organization-defined m
aintenance-related 

inform
ation] 

P
aram

eter: [---] 

 

M
A

-2 (2).  N
ot A

pplicable because of M
A

-2 (P
KI-1). 

M
A

-2 (P
KI-1)                                                                     

The organization ensures that M
aintenance of the 

P
KI S

ystem
 C

om
ponents is perform

ed under the 
control of the Trusted R

oles. 

M
A

-3  M
aintenance Tools  

M
A

-3 
M

A
-3 (1) 

M
A

-3 (3)          
M

A
-3 (P

KI-1) 
M

A
-3 (P

KI-2) 

M
A

-3(3d) 

[Assignm
ent: organization-defined personnel or roles] 

P
aram

eter: [---] 

 

M
A

-3 (2).  N
ot A

pplicable because of M
A

-3 (P
KI-1) 

and M
A

-3 (P
KI-2). 

M
A

-3 (4).  N
ot A

pplicable because of M
A

-3 (P
KI-1) 

and M
A

-3 (P
KI-2). 

M
A

-3 (P
KI-1)                                                                     

The organization ensures that any diagnostic and 
test program

s or equipm
ent used on the P

KI 
S

ystem
 are approved by the PK

I O
perational or 

P
olicy M

anagem
ent A

uthority prior to use and are 
used under the control of the Trusted R

oles. 

M
A

-3 (P
KI-2)                                                                     

The organization ensures that the Trusted R
oles are 

responsible for checking all m
edia containing 

diagnostic and test program
s for m

alicious code 
before the m

edia are used in the inform
ation 

system
. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

M
A

-4  N
on-Local M

aintenance  
M

A
-4 (P

KI-1) 
 

N
one. 

M
A

-4.  N
ot A

pplicable because of M
A

-4 (P
KI-1). 

M
A

-4 (1).  N
ot A

pplicable because of M
A

-4 
m

odification. 

M
A

-4 (2).  N
ot A

pplicable because of M
A

-4 
m

odification. 

M
A

-4 (3).  N
ot A

pplicable because of M
A

-4 
m

odification. 

M
A

-4 (6).  N
ot A

pplicable because of M
A

-4 (P
KI-1). 

M
A

-4 (P
KI-1)                                                                     

The organization only perm
its non-local 

m
aintenance if all the control requirem

ents apply 
equally to the C

A and any rem
ote w

orkstations used 
to adm

inister the C
A

. 

 

M
A

-5  M
aintenance P

ersonnel  
M

A
-5               

M
A

-5 (P
KI-1)  

N
one. 

M
A

-5 (1).  N
ot A

pplicable because of M
A

-5 (P
KI-1). 

M
A

-5 (4).  N
ot A

pplicable because of M
A

-5 (P
KI-1). 

M
A

-5 (5).  N
ot A

pplicable because of M
A

-5 (P
KI-1). 

M
A

-5 (P
KI-1)                                                                     

The organization ensures that M
aintenance 

personnel are under the supervision of Trusted 
R

oles. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

M
A

-6  Tim
ely M

aintenance  
M

A
-6  

M
A

-6 (1) 

M
A

-6 
[Assignm

ent: organization-defined list of security-critical 
inform

ation system
 com

ponents and/or key inform
ation 

technology com
ponents]  

P
aram

eter:[ any P
KI S

ystem
 C

om
ponent] 

[Assignm
ent: organization-defined tim

e period] 
P

aram
eter: [a m

axim
um

 of 72 hours] 

M
A

-6 (1) 

[Assignm
ent: organization-defined inform

ation system
 

com
ponents]  

P
aram

eter: [any P
KI S

ystem
 C

om
ponent] 

[Assignm
ent: organization-defined tim

e intervals] 
P

aram
eter: [---]  

 

N
one. 

M
ED

IA PR
O

TEC
TIO

N
 

M
P

-1  M
edia P

rotection P
olicy and 

P
rocedures  

M
P

-1               
M

P
-1 (P

KI-1)   
M

P
-1a 

[Assignm
ent: organization-defined personnel or roles] 

P
aram

eter: [---] 

M
P

-1b(1) 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---] 

M
P

-1b(2) 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---] 

M
P

-1 (P
KI-1)                                                                     

In addition to local M
edia P

rotection policy and 
procedures, the organization specifies M

edia 
P

rotection policy and procedures in the P
KI 

C
ertificate P

olicy (C
P

) and C
ertification P

ractices 
S

tatem
ent (C

P
S

). 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

M
P

-2  M
edia Access  

M
P

-2 
M

P
-2 (P

KI-1) 
M

P
-2   

[Assignm
ent: organization-defined types of digital and non-digital 

m
edia] 

P
aram

eter: [all m
edia] 

[Assignm
ent: organization-defined list personnel or roles] 

P
aram

eter: [Trusted R
oles] 

 

 M
P

-2 (P
KI-1)                                                                     

The organization em
ploys control m

echanism
s to 

restrict access to m
edia storage areas and to audit 

access attem
pts and access granted as defined in 

the C
PS

. 

M
P

-3  M
edia M

arking  
M

P
-3  

M
P

-3b. 
[Assignm

ent: organization-defined types of inform
ation m

edia] 
P

aram
eter: [---] 

[Assignm
ent: organization-defined controlled areas]  

P
aram

eter: [---] 

N
one. 

M
P

-4  M
edia Storage  

M
P

-4 
 

M
P

-4a. 
[Assignm

ent: organization-defined types of digital and/or non-
digital m

edia] 
P

aram
eter: [all C

A m
edia] 

[Assignm
ent: organization-defined controlled areas] 

P
aram

eter: [areas controlled by PK
I Trusted R

oles] 

 

N
one. 

M
P

-5  M
edia Transport  

M
P

-5 
M

P
-5 (3) 

M
P

-5 (P
KI-1) 

M
P

-5a. 
[Assignm

ent: organization-defined types of inform
ation system

 
m

edia] 
P

aram
eter: [all C

A m
edia]  

[Assignm
ent: organization-defined security safeguards] 

P
aram

eter: [m
itigating security m

echanism
s] 

M
P

-5 (4).  N
ot A

pplicable because of M
P

-5 (P
KI-1). 

M
P

-5 (P
KI-1)                                                                     

The organization em
ploys m

itigating security 
m

echanism
s to protect the confidentiality and 

integrity of inform
ation stored on digital m

edia 
during transport outside of controlled areas. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

M
P

-6  M
edia S

anitization  
M

P
-6 

M
P

-6 (1) 
M

P
-6 (2) 

M
P

-6 (3) 

M
P

-6a 
[Assignm

ent: organization-defined inform
ation system

 m
edia] 

P
aram

eter: [---] 

M
P

-6a 
[Assignm

ent: organization-defined sanitization techniques and 
procedures] 
P

aram
eter: [---] 

M
P

-6 (2) 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---] 

M
P

-6 (3) 
[Assignm

ent: organization-defined list of circum
stances requiring 

sanitization of portable, rem
ovable storage devices] 

P
aram

eter: [---] 

N
one. 

M
P

-7  M
edia U

se  
M

P
-7 

M
P

-7 (1) 
M

P
-7 

[S
election: restricts; prohibits] 

P
aram

eter: [restricts] 

M
P

-7 
[Assignm

ent: organization-defined types of inform
ation system

 
m

edia] 
P

aram
eter: [---] 

M
P

-7 
[Assignm

ent: organization-defined inform
ation system

s or system
 

com
ponents] 

P
aram

eter: [P
KI S

ystem
s] 

M
P

-7 
[Assignm

ent: organization-defined security safeguards] 
P

aram
eter: [[Assignm

ent: organization-defined security 
safeguards] that are under the control of Trusted R

oles] 

 

 

P
H

Y
SIC

A
L A

N
D

 E
N

VIR
O

N
M

E
N

TA
L P

R
O

TE
C

TIO
N 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

P
E

-1  P
hysical and E

nvironm
ental 

P
rotection P

olicy and P
rocedures  

P
E

-1                 
P

E
-1 (P

KI-1)  
P

E
-1a. 

[Assignm
ent: organization-defined personnel or roles] 

P
aram

eter: [---] 

P
E

-1b, 1. 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---] 

 P
E

-1b, 2. 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---] 

P
E

-1 (P
KI-1)                                                                     

In addition to local P
hysical and Environm

ental 
P

rotection policy and procedures, the organization 
specifies P

hysical and E
nvironm

ental P
rotection 

policy and procedures in the PK
I C

ertificate P
olicy 

(C
P

) and C
ertification P

ractices S
tatem

ent (C
P

S
). 

P
E

-2  P
hysical Access 

A
uthorizations  

P
E

-2                
P

E
-2 (1)                  

P
E

-2 (P
KI-1) 

 

P
E

-2c. 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---]                                                      

P
E

-2 (P
KI-1)                                                                     

The organization ensures m
ulti-party control by 

specified Trusted R
oles for access to P

KI C
A

 
inform

ation system
s. 

 

P
E

-3  P
hysical Access C

ontrol  
P

E
-3 

P
E

-3 (1)  

P
E

-3 (4) 

P
E

-3 (P
KI-1) 

P
E

-3a. 
[Assignm

ent: organization-defined entry/exit points  
to the facility w

here the inform
ation system

 resides] 
P

aram
eter: [---] 

 P
E

-3a, 2. 
[S

election (one or m
ore): [A

ssignm
ent: organization-defined 

physical access control system
s/devices]; guards] 

P
aram

eter: [---] 
 P

E
-3b 

[Assignm
ent: organization-defined entry/exit points] 

P
aram

eter: [---] 
 P

E
-3c 

[Assignm
ent: organization-defined security safeguards] 

P
aram

eter: [---] 
 P

E
-3d 

[Assignm
ent: organization-defined circum

stances requiring visitor 
escorts and m

onitoring] 

P
E

-3 (P
KI-1)                                                                     

The organization ensures m
ulti-party control by 

specified Trusted R
oles for access to P

KI C
A

 
inform

ation system
s. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

P
aram

eter: [---] 
 P

E
-3f. 

[Assignm
ent: organization-defined physical access devices] 

P
aram

eter: [---]  

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---]                                                   

P
E

-3g.   
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---]  

P
E

-3 (1)   
[Assignm

ent: organization-defined physical spaces containing one 
or m

ore com
ponents of the inform

ation system
] 

P
aram

eter: [---] 

P
E

-3 (4)   
[Assignm

ent: organization-defined inform
ation system

 
com

ponents one or m
ore com

ponents of the inform
ation system

] 
P

aram
eter: [P

KI S
ystem

 C
om

ponents] 

                                                   

P
E

-4  Access C
ontrol for 

Transm
ission M

edium
  

P
E

-4  
P

E
-4. 

[Assignm
ent: organization-defined inform

ation system
 distribution 

and transm
ission lines] 

P
aram

eter:  [---] 

[Assignm
ent: organization-defined security safeguards] 

P
aram

eter:  [---] 

N
one. 

P
E

-5  Access C
ontrol for O

utput 
D

evices  
P

E
-5  

N
one. 

N
one. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

P
E

-6  M
onitoring P

hysical A
ccess  

P
E

-6 
P

E
-6 (1) 

P
E

-6 (3) 
P

E
-6 (4) 

P
E

-6b. 
[Assignm

ent: organization-defined frequency] 
P

aram
eter:  [---]  

 [Assignm
ent: organization-defined events or potential indications 

of events] 
P

aram
eter:  [---]  

P
E

-6 (4) 
[Assignm

ent: organization-defined physical spaces containing one 
or m

ore com
ponents of the inform

ation system
] 

P
aram

eter:  [---]  
 

N
one. 

P
E

-8  Access R
ecords  

P
E

-8  
 

P
E

-8a. 
[Assignm

ent: organization-defined tim
e period] 

P
aram

eter: [---] 
 P

E
-8b. 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---] 

P
E

-8 (1).  N
ot A

pplicable because autom
ated 

m
echanism

s for access records are not required. 

P
E

-9  P
ow

er E
quipm

ent and P
ow

er 
C

abling  
P

E
-9  

N
one. 

N
one. 

P
E

-10  Em
ergency S

hutoff  
P

E
-10 

P
E

-10b. 
[Assignm

ent: organization±defined location by inform
ation system

 
or system

 com
ponent] 

P
aram

eter: [---] 

N
one. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

P
E

-11  Em
ergency P

ow
er  

P
E

-11 
P

E
-11 (1) 

  P
E

-11 
[S

election (one or m
ore): an orderly shutdow

n of the inform
ation 

system
; transition of the inform

ation system
 to long-term

 alternate 
pow

er]  
P

aram
eter: [---] 

 

N
one. 

P
E

-12  Em
ergency Lighting  

P
E

-12  
N

one. 
N

one. 

P
E

-13  Fire P
rotection  

P
E

-13 
P

E
-13 (1) 

P
E

-13 (2) 
P

E
-13 (3) 

P
E

-13 (1) 
[Assignm

ent: organization-defined personnel or roles] 
P

aram
eter: [---]                                                         

[Assignm
ent: organization-defined em

ergency responders] 
P

aram
eter: [---]                                                         

P
E

-13 (2) 
[Assignm

ent: organization-defined personnel or roles] 
P

aram
eter: [---]     

[Assignm
ent: organization-defined em

ergency responders] 
P

aram
eter: [---]     

  

N
one. 

P
E

-14  Tem
perature and H

um
idity 

C
ontrols  

P
E

-14 
 

P
E

-14a. 
[Assignm

ent: organization-defined acceptable levels] 
P

aram
eter: [---]                                                         

P
E

-14b. 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---] 

N
one. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

P
E

-15  W
ater D

am
age P

rotection  
P

E
-15  

P
E

-15 (1) 
 PE

-15 (1) 
[Assignm

ent: organization-defined personnel or roles] 
P

aram
eter: [---]                                                         

N
one. 

P
E

-16  D
elivery and R

em
oval  

P
E

-16  
P

E
-16 

[Assignm
ent: organization-defined types of inform

ation system
 

com
ponents] 

P
aram

eter: [all PK
I S

ystem
 com

ponents] 

N
one. 

P
E

-17  A
lternate W

ork S
ite  

P
E

-17  
P

E
-17a. 

[Assignm
ent: organization-defined security controls] 

P
aram

eter: [---] 

N
one. 

P
E

-18  Location of Inform
ation 

S
ystem

 C
om

ponents  
P

E
-18  

 
 PE

-17a. 
[Assignm

ent: organization-defined physical and environm
ental 

hazards] 
P

aram
eter: [---] 

 

N
one. 

P
LA

N
N

IN
G

 

P
L-1  S

ecurity P
lanning P

olicy and 
P

rocedures  
P

L-1                 
P

L-1 (PK
I-1)   

P
L-1 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---] 

P
L-1 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---] 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---] 

P
L-1 (PK

I-1)                                                                     
In addition to local S

ecurity P
lanning policy and 

procedures, the organization specifies S
ecurity 

P
lanning policy and procedures in the PK

I 
C

ertificate P
olicy (C

P
) and C

ertification P
ractices 

S
tatem

ent (C
P

S
). 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

P
L-2  S

ystem
 S

ecurity Plan  
P

L-2 
 

P
L-2b. 

[Assignm
ent: organization-defined personnel or roles] 

P
aram

eter: [---] 

P
L-2c. 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---] 

 

N
one. 

P
L-4  R

ules of B
ehavior  

P
L-4  

P
L-4c. 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---] 

 

N
one. 

P
E

R
SO

N
N

E
L S

E
C

U
R

ITY 

P
S

-1  P
ersonnel S

ecurity P
olicy and 

P
rocedures  

P
S

-1                
P

S
-1 (P

KI-1)    
P

S
-1a. 

[Assignm
ent: organization-defined personnel or roles] 

P
aram

eter: [---] 

P
S

-1b. 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---] 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---] 

P
S

-1 (P
KI-1)                                                                     

In addition to local P
ersonnel S

ecurity policy and 
procedures, the organization specifies P

ersonnel 
S

ecurity policy and procedures in the P
KI C

ertificate 
P

olicy (C
P

) and C
ertification P

ractices Statem
ent 

(C
P

S
). 

P
S

-2  P
osition C

ategorization  
P

S
-2 

P
S

-2c. 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---]                                           

N
one. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

P
S

-3  P
ersonnel S

creening  
P

S
-3  

P
S

-3b. 
[Assignm

ent: organization-defined list of conditions requiring 
rescreening and, w

here rescreening is so indicated, the frequency 
of such rescreening] 
P

aram
eter: [---] 

N
one. 

P
S

-4  P
ersonnel Term

ination  
P

S
-4  

P
S

-4a. 
[Assignm

ent: organization-defined tim
e-period] 

P
aram

eter: [---] 

P
S

-4c. 
[Assignm

ent: organization-defined inform
ation security topics] 

P
aram

eter: [---] 

P
S

-4f. 
[Assignm

ent: organization-defined personnel or roles] 
P

aram
eter: [---] 

[Assignm
ent: organization-defined tim

e period] 
P

aram
eter: [---] 

N
one. 

P
S

-5  

P
ersonnel Transfer  

P
S

-5  
P

S
-5b. 

[Assignm
ent: organization-defined transfer or reassignm

ent 
actions] 
P

aram
eter: [---] 

[Assignm
ent: organization-defined tim

e period follow
ing the form

al 
transfer action] 
P

aram
eter: [---] 

P
S

-5d. 
[Assignm

ent: organization-defined personnel or roles] 
P

aram
eter: [---] 

[Assignm
ent: organization-defined tim

e period] 
P

aram
eter: [---] 

 

N
one. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

P
S

-6  Access A
greem

ents  
P

S
-6a                

P
S

-6 (P
KI-1)  

P
S

-6b. 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: N

ot A
pplicable 

P
S

-6c. 2. 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---] 

 

P
S

-6b. R
eplaced by PS

-6 (PK
I-1) 

P
S

-6 (P
KI-1)                                                                     

E
nsures that individuals in PK

I Trusted R
oles 

acknow
ledge operational and security 

responsibilities upon appointm
ent to the role. 

P
S

-7  Third-P
arty P

ersonnel S
ecurity  

P
S

-7  
 PS

-7d. 
[Assignm

ent: organization-defined personnel or roles] 
P

aram
eter: [---] 

[Assignm
ent: organization-defined tim

e period] 
P

aram
eter: [---] 

N
one. 

P
S

-8  P
ersonnel S

anctions  
P

S
-8  

P
S

-8b. 
[Assignm

ent: organization-defined personnel or roles] 
P

aram
eter: [---] 

[Assignm
ent: organization-defined tim

e period] 
P

aram
eter: [---] 

N
one. 

R
IS

K AS
SES

S
M

E
N

T 

R
A

-1  R
isk Assessm

ent P
olicy and 

P
rocedures  

R
A

-1                
R

A
-1 (P

KI-1)   
R

A
-1a 

[Assignm
ent: organization-defined personnel or roles] 

P
aram

eter: [---] 

R
A

-1b 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---] 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---] 

R
A

-1 (P
KI-1)                                                                     

In addition to local R
isk Assessm

ent policy and 
procedures, the organization specifies R

isk 
A

ssessm
ent policy and procedures in the PK

I 
C

ertificate P
olicy (C

P
) and C

ertification P
ractices 

S
tatem

ent (C
P

S
). 

R
A

-2  S
ecurity C

ategorization  
R

A
-2  

N
one. 

N
one. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

R
A

-3  R
isk Assessm

ent  
R

A
-3  

R
A

-3b. 
[S

election: security plan; risk assessm
ent report; [Assignm

ent: 
organization-defined docum

ent]] 
P

aram
eter: [---] 

R
A

-3c. 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---]     

R
A

-3d. 
[Assignm

ent: organization-defined personnel or roles] 
P

aram
eter: [---]     

R
A

-3e. 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---]     

N
one. 

R
A

-5  

V
ulnerability S

canning  

R
A

-5c,d,e 
R

A
-5 (1) 

R
A

-5 (2) 
R

A
-5 (3) 

R
A

-5 (4) 
R

A
-5 (5) 

R
A

-5 (P
KI-1) 

R
A

-5 (P
KI-2)   

R
A

-5 (P
KI-3) 

R
A

-5 (P
KI-5)   

R
A

-5 (P
KI-6) 

R
A

-5a. 
[Assignm

ent: organization-defined frequency and/or random
ly in 

accordance w
ith organization-defined process] 

P
aram

eter: N
ot A

pplicable 

R
A

-5d. 
A

ssignm
ent: organization-defined response tim

es] 
P

aram
eter: [---] 

R
A

-5e. 
A

ssignm
ent: organization-defined personnel or roles] 

P
aram

eter: [---] 

R
A

-5 (2) 
[S

election (one or m
ore): [A

ssignm
ent: organization-defined 

frequency]; prior to a new
 scan; w

hen new
 vulnerabilities are  

identified and reported] 
P

aram
eter: [---] 

R
A

-5 (2) 
[S

election (one or m
ore): [A

ssignm
ent: organization-defined 

frequency]; prior to a new
 scan; w

hen new
 vulnerabilities are  

identified and reported] 
P

aram
eter: [---] 

R
A

-5a. R
eplaced by R

A
-5 (P

KI-1) and R
A

-5 (PK
I-2). 

R
A

-5b. R
eplaced by R

A
-5 (P

KI-3). 

R
A

-5 (7). R
eplaced by R

A
-5 (P

KI-5). 

R
A

-5 (P
KI-1)                                                                     

The organization ensures that scans for 
vulnerabilities in the C

A inform
ation system

 and 
hosted applications are conducted by Trusted 
R

oles. 

R
A

-5 (P
KI-2)                                                                     

The organization ensures that scans for 
vulnerabilities w

ithin the netw
ork outside the C

A
 

inform
ation system

 are conducted in accordance 
w

ith local R
isk A

ssessm
ent vulnerability scanning 

policy and procedures. 

R
A

-5 (P
KI-3)                                                                     

The organization ensures that vulnerability scanning 
tools and techniques applied to the C

A
 inform

ation 
system

 and hosted applications are only 
im

plem
ented and executed under the control of 

Trusted R
oles. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

 R
A

-5 (4) 
[Assignm

ent: organization-defined corrective actions] 
P

aram
eter: [---]               

R
A

-5 (5) 
[Assignm

ent: organization-identified inform
ation system

 
com

ponents] 
P

aram
eter: [---]               

[Assignm
ent: organization-defined vulnerability scanning activities] 

P
aram

eter: [---]               

R
A

-5 (7) 
[Assignm

ent: organization-defined frequency]    
P

aram
eter:  N

ot A
pplicable ± replaced by R

A
-5 (P

KI-5). 

R
A

-5 (P
KI-5) 

[Assignm
ent: organization-defined frequency]    

P
aram

eter:  [as required by local policy] 

               

R
A

-5 (P
KI-4)                                                                     

[W
ithdraw

n] 

R
A

-5 (P
KI-5)                                                                     

The organization em
ploys autom

ated m
echanism

s 
as required by local policy to detect the presence of 
unauthorized softw

are on organizational C
A 

inform
ation system

s and notify designated 
organizational officials. 

R
A

-5 (P
KI-6)                                                                     

The organization ensures that detailed rules of 
engagem

ent are agreed upon by Trusted R
oles 

before the com
m

encem
ent of any vulnerability 

scanning is perform
ed.       

S
YS

TE
M

 A
N

D
 S

E
R

VIC
ES

 A
C

Q
U

IS
ITIO

N
 

S
A

-1  

S
ystem

 and S
ervices A

cquisition 
P

olicy and P
rocedures  

S
A

-1                 
S

A
-1 (P

KI-1)  
S

A
-1a 

[Assignm
ent: organization-defined personnel or roles] 

P
aram

eter: [---]   

S
A

-1b, 1. 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---]   

S
A

-1b, 2. 
 [Assignm

ent: organization-defined frequency] 
P

aram
eter: [---]   

S
A

-1 (P
KI-1)                                                                     

In addition to local S
ystem

 and S
ervices Acquisition 

policy and procedures, the organization specifies 
S

ystem
 and S

ervices A
cquisition policy and 

procedures w
ill be specified in the P

KI C
ertificate 

P
olicy (C

P
) and C

ertification P
ractices Statem

ent 
(C

P
S

). 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

S
A

-2  

A
llocation of R

esources  

S
A

-2  
N

one. 
N

one. 

S
A

-3 

Life C
ycle S

upport  

S
A

-3  
S

A
-3a 

[Assignm
ent: organization-defined system

 developm
ent lifecycle] 

P
aram

eter: [---]   

N
one. 

S
A

-4  Acquisitions 
S

A
-4 

S
A

-4 (1) 
S

A
-4 (2) 

S
A

-4(7b) 
S

A
-4(9) 

S
A

-4 (10) 
  

S
A

-4 (2) 
[S

election (one or m
ore): security-relevant external system

  
interfaces; high-level design; low

-level design; source code or 
hardw

are schem
atics; [Assignm

ent: organization-defined 
design/im

plem
entation inform

ation]] at [Assignm
ent: organization-

defined level of detail] 
P

aram
eter: [---]   

N
one.  

S
A

-5  Inform
ation S

ystem
 

D
ocum

entation  
S

A
-5 

 
S

A
-5c. 

[Assignm
ent: organization-defined actions] 

P
aram

eter: [---]   

S
A

-5e. 
[Assignm

ent: organization-defined personnel or roles] 
P

aram
eter: [---]   

N
one. 

S
A

-8  S
ecurity E

ngineering 
P

rinciples 
S

A
-8 

N
one.  

N
one. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

S
A

-9  E
xternal Inform

ation S
ystem

 
S

ervices  
S

A
-9 

S
A

-9 (2) 
 

S
A

-9a 
[Assignm

ent: organization-defined security controls] 
P

aram
eter: [---]   

S
A

-9c 
[Assignm

ent: organization-defined process, m
ethods, and 

techniques] 
P

aram
eter: [---]     

S
A

-9 (2) 
[Assignm

ent: organization-defined external inform
ation system

 
services] 
P

aram
eter: [---]   

N
one. 

S
A

-10   D
eveloper C

onfiguration 
M

anagem
ent  

S
A

-10  
S

A
-10a 

[S
election (one or m

ore): design; developm
ent; im

plem
entation; 

operation] 
P

aram
eter: [---]   

S
A

-10b 
[Assignm

ent: organization-defined configuration item
s under 

configuration m
anagem

ent] 
P

aram
eter: [---]   

S
A

-10e 
[Assignm

ent: organization-defined personnel] 
P

aram
eter: [---]   

N
one. 

S
A

-11  D
eveloper S

ecurity Testing  
S

A
-11 

 
S

A
-11b 

[S
election (one or m

ore): unit; integration; system
; regression] 

P
aram

eter: [---]   

 

N
one.                                                  

S
A

-12  S
upply C

hain P
rotection 

S
A

-12 
S

A
-12 (11) 

S
A

-12 
[Assignm

ent: organization-defined security safeguards] 
P

aram
eter: [---] 

N
one. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

S
A

-13  Trustw
orthiness 

S
A

-13 
S

A
-13a 

[Assignm
ent: organization-defined inform

ation system
, inform

ation 
system

 com
ponent, or inform

ation system
 service] 

P
aram

eter: [P
KI S

ystem
] 

S
A

-13b 
[Assignm

ent: organization-defined assurance overlay] 
P

aram
eter: [FPK

I S
ecurity C

ontrols O
verlay] 

N
one. 

S
A

-15  D
evelopm

ent  P
rocess, 

S
tandards, and Tools 

S
A

-15 
S

A
-15b 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---] 

[Assignm
ent: organization-defined security requirem

ents] 

P
aram

eter: [---] 

 

S
YS

TE
M

 A
N

D
 C

O
M

M
U

N
IC

A
TIO

N
S

 P
R

O
TE

C
TIO

N
 

S
C

-1  S
ystem

 and C
om

m
unications 

P
rotection P

olicy and P
rocedures  

S
C

-1                
S

C
-1 (P

KI-1)  
S

C
-1a 

[Assignm
ent: organization-defined personnel or roles] 

P
aram

eter: [---] 

S
C

-1b 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---] 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---] 

S
C

-1 (P
KI-1)                                                                     

In addition to local S
ystem

 and C
om

m
unications 

P
rotection policy and procedures, the organization 

specifies S
ystem

 and C
om

m
unications P

rotection 
policy and procedures in the PK

I C
ertificate P

olicy 
(C

P
) and C

ertification P
ractices S

tatem
ent (C

P
S

). 

S
C

-2  A
pplication P

artitioning  
S

C
-2  

N
one. 

N
one. 

S
C

-3  S
ecurity Function Isolation  

S
C

-3  
N

one. 
N

one. 

S
C

-4  Inform
ation in S

hared 
R

esources  
S

C
-4  

N
one. 

N
one. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

S
C

-5  D
enial of S

ervice P
rotection  

S
C

-5  
S

C
-5 

[Assignm
ent: organization-defined types of denial of service 

attacks or reference to source for such inform
ation ] 

P
aram

eter: [---] 

S
C

-5 
[Assignm

ent: organization-defined security safeguards] 
P

aram
eter: [---] 

N
one. 

S
C

-7  B
oundary P

rotection  
S

C
-7  

S
C

-7 (3) 
S

C
-7 (4) 

S
C

-7 (5) 
S

C
-7 (7) 

S
C

-7 (8)          
S

C
-7 (13)  

S
C

-7 (18) 
S

C
-7 (21)  

  

S
C

-7 (b) 
[S

election: physically; logically] 
P

aram
eter: [---] 

S
C

-7 (4) (e) 
[Assignm

ent: organization-defined frequency] 
P

aram
eter: [---] 

S
C

-7 (8)  
[Assignm

ent: organization-defined internal com
m

unications traffic] 
P

aram
eter: [---] 

[Assignm
ent: organization-defined external netw

orks] 
P

aram
eter: [---] 

S
C

-7 (13)  
[Assignm

ent: organization defined inform
ation security tools, 

m
echanism

s, and support com
ponents] 

P
aram

eter: [P
KI C

A
 com

ponents] 

S
C

-7 (21)  
[Assignm

ent: organization defined inform
ation system

 
com

ponents] 
P

aram
eter: [P

KI S
ystem

 com
ponents] 

[Assignm
ent: organization-defined m

issions and/or business 
functions] 
P

aram
eter: [P

KI] 

N
one. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

S
C

-8  Transm
ission Integrity 

S
C

-8 
S

C
-8 (1) 

S
C

-8   
[S

election (one or m
ore): confidentiality; integrity]] 

P
aram

eter: [---] 

S
C

-8 (1)  
[S

election (one or m
ore): prevent unauthorized disclosure of 

inform
ation; detect changes to inform

ation] 
P

aram
eter: [---] 

[Assignm
ent: organization-defined alternative physical 

safeguards] 
P

aram
eter: [---] 

  

N
one. 

S
C

-10  N
etw

ork D
isconnect 

S
C

-10  
S

C
-10   

[Assignm
ent: organization-defined tim

e period] 
P

aram
eter: [---] 

N
one. 

S
C

-12  C
ryptographic K

ey 
E

stablishm
ent and M

anagem
ent 

S
C

-12  

S
C

-12 (3) 

  

S
C

-12   
[Assignm

ent: organization-defined requirem
ents for key 

generation, distribution, storage, access, and destruction] 
P

aram
eter: [---] 

S
C

-12 (3) 
[S

election: N
S

A
-approved key m

anagem
ent technology and 

processes; approved PK
I C

lass 3 certificates or repositioned 
keying m

aterial; approved P
KI C

lass 3 or C
lass 4 certificates and 

KDUGZ
DUH�VHFXULW\�WRNHQV�WKDW�SURWHFW�WKH�XVHU¶V�SULYDWH�NH\]  

P
aram

eter: [---] 

 

N
one. 

S
C

-13  U
se of C

ryptography  
S

C
-13                

 S
C

-13 
[Assignm

ent: organization-defined cryptographic uses and type of 
cryptography required for each use] 

P
aram

eter: [P
KI cryptography and algorithm

s] 

N
one. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

S
C

-15  C
ollaborative C

om
puting 

D
evices  

S
C

-15              
S

C
-15 (P

KI-1) 
S

C
-15a. 

[Assignm
ent: organization-defined exceptions w

here rem
ote 

activation is to be allow
ed] 

P
aram

eter: [---] 

S
C

-15 (P
KI-1) (replaces S

C
-15 (1), (3), (4))                                                                     

The organization ensures that collaborative 
com

puting devices are prohibited on P
KI S

ystem
 

C
om

ponents.  

S
C

-17  P
ublic K

ey Infrastructure 
C

ertificates  
S

C
-17  

S
C

-17 
[Assignm

ent: organization-defined certificate policy] 
P

aram
eter: [---] 

N
one. 

S
C

-18  M
obile C

ode  
S

C
-18               

S
C

-18 (1)         
S

C
-18 (3)  

 

S
C

-18 (1) 
[Assignm

ent: organization-defined unacceptable m
obile code] 

P
aram

eter: [[organization-defined unacceptable m
obile code] in 

accordance w
ith the applicable PKI certificate policy] 

[Assignm
ent: organization-defined corrective actions] 

P
aram

eter: [---] 

S
C

-18 (3) 
[Assignm

ent: organization-defined unacceptable m
obile code] 

P
aram

eter: [---] 

N
one. 

S
C

-19  V
oice O

ver Internet P
rotocol  

S
C

-19               
S

C
-19 (P

KI-1)  
N

one. 
S

C
-19 (P

KI-1)                                                                     
The organization ensures that V

oice O
ver Internet 

P
rotocol is not im

plem
ented on P

KI C
A 

C
om

ponents. 

S
C

-20  S
ecure N

am
e /A

ddress 
R

esolution S
ervice (A

uthoritative 
S

ource)  

S
C

-20  
 

N
one. 

N
one. 

S
C

-21  S
ecure N

am
e/A

ddress 
R

esolution S
ervice (R

ecursive or 
C

aching R
esolver) 

S
C

-21 
N

one. 
N

one. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

S
C

-22  A
rchitecture and P

rovisioning 
for N

am
e/A

ddress R
esolution 

S
ervice 

S
C

-22  
N

one. 
N

one. 

S
C

-23  S
ession A

uthenticity  
S

C
-23  

N
one. 

N
one. 

S
C

-24  Fail in K
now

n S
tate 

S
C

-24 
S

C
-24 

[Assignm
ent: organization-defined know

n-state] 
P

aram
eter: [---] 

[Assignm
ent: organization-defined tim

e] 
P

aram
eter: [---] 

[Assignm
ent: organization-defined system

 state inform
ation] 

P
aram

eter: [---] 

N
one. 

S
C

-28  P
rotection of Inform

ation at 
R

est  
S

C
-28  

 
S

C
-28 

[S
election (one or m

ore): confidentiality; integrity] 
[P

aram
eter: [---] 

 [Assignm
ent: organization-defined inform

ation at rest] 
P

aram
eter: [---] 

 

N
one. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

S
C

-37  O
ut-O

f-B
and C

hannels 
S

C
-37 

S
C

-37 
[Assignm

ent: organization-defined out-of-band channels] 
[P

aram
eter: [---] 

 [Assignm
ent: organization-defined inform

ation, inform
ation system

 
com

ponents, or devices] 
P

aram
eter: [self-signed certificates and/or sensitive data and 

inform
ation exchanged as part of the certificate enrollm

ent & 
issuance process] 

[Assignm
ent: organization-defined individuals or inform

ation 
system

s] 
P

aram
eter: [---] 

  

 

S
C

-39  P
rocess Isolation 

S
C

-39 
N

one. 
N

one. 

S
YS

TE
M

 A
N

D
 IN

FO
R

M
A

TIO
N

 IN
TE

G
R

ITY 

S
I-1  S

ystem
 and Inform

ation 
Integrity P

olicy and P
rocedures  

S
I-1                     

S
I-1 (P

KI-1)  
S

I-1 
[Assignm

ent: organization-defined personnel or roles] 
P

aram
eter: [---] 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---] 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---] 

S
I-1 (P

KI-1)                                                                     
In addition to local S

ystem
 and Inform

ation Integrity 
policy and procedures, the organization specifies 
S

ystem
 and Inform

ation Integrity policy and 
procedures in the P

KI C
ertificate Policy (C

P
) and 

C
ertification P

ractices Statem
ent (C

P
S

). 

S
I-2  Flaw

 R
em

ediation  
S

I-2 
S

I-2 (2)              
S

I-2 (P
KI-1)  

S
I-2  

[Assignm
ent: organization-defined tim

e-period] 
P

aram
eter: [---]                

S
I-2 (2)  

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---]                

S
I-2 (1), (5).  P

rohibited 

S
I-2 (P

KI-1)                                                                     
The organization ensures that any Flaw

 
R

em
ediation m

echanism
s are under control of 

Trusted R
oles. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

S
I-3  M

alicious C
ode P

rotection  
S

I-3  
S

I-3 (1)  
S

I-3 (P
KI-1)   

S
I-3c. 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---][S
election (one or m

ore); endpoint; netw
ork 

entry/exit points]  
P

aram
eter: [---]  

[S
election (one or m

ore): block m
alicious code; quarantine 

m
alicious code;  send alert to adm

inistrator; [Assignm
ent: 

organization-defined action]] 

P
aram

eter: [---] 

S
I-3 (2).  P

rohibited 

S
I-3 (P

KI-1)                                                                     
The organization ensures that any M

alicious C
ode 

P
rotection update m

echanism
s for the P

KI C
A

 
com

ponents are under control of Trusted R
oles. 

  

S
I-4  Inform

ation S
ystem

 M
onitoring  

S
I-4 

S
I-4 (2)  

S
I-4 (4)  

S
I-4 (5) 

S
I-4 (P

KI-1)  

S
I-4a. 

[Assignm
ent: organization-defined m

onitoring objectives] 
P

aram
eter: [---] 

S
I-4g. 

[Assignm
ent: organization-defined inform

ation system
 m

onitoring] 
P

aram
eter: [---] 

[Assignm
ent: organization-defined personnel or roles]  

P
aram

eter: [---] 

[S
election (one or m

ore): as needed;]  
P

aram
eter: [---] 

[Assignm
ent: organization-defined frequency]] 

P
aram

eter: [---] 

S
I-4 (4) 

[Assignm
ent: organization-defined frequency] 

P
aram

eter: [---] 

S
I-4 (5) 

[Assignm
ent: organization-defined personnel or roles] 

P
aram

eter: [---] 
 [Assignm

ent: organization-defined list of com
prom

ise indicators] 
P

aram
eter: [---] 

S
I-4 (P

KI-1)                                                                     
The organization ensures that Inform

ation S
ystem

 
M

onitoring tools for the P
KI C

A
 com

ponents are 
under the control of Trusted R

oles. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

S
I-5  S

ecurity A
lerts, A

dvisories, and 
D

irectives  
S

I-5                    
S

I-5 (1) 
S

I-5a. 
[Assignm

ent: organization-defined external organizations] 
P

aram
eter: [---] 

S
I-5c. 

[S
election (one or m

ore): [A
ssignm

ent: organization-defined list of 
personnel or role)]; [Assignm

ent: organization-defined elem
ents 

w
ithin the organization]; [Assignm

ent: organization-defined 
external organizations]] 
P

aram
eter: [---] 

P
aram

eter: [---] 
P

aram
eter: [---] 

N
one. 

S
I-6  S

ecurity functionality 
verification 

S
I-6                   

S
I-6 (P

KI-1) 
S

I-6a. 
[Assignm

ent: organization-defined security functions] 
P

aram
eter: [---] 

S
I-6b. 

[S
election (one or m

ore): [A
ssignm

ent: organization-defined 
system

 transitional states]; upon com
m

and by user w
ith 

appropriate privilege; [Assignm
ent: organization-defined 

frequency]] 
P

aram
eter: [---] 

S
I-6c. 

[Assignm
ent: organization-defined personnel or roles] 

P
aram

eter: [---] 

S
I-6d. 

[S
election (one or m

ore): shuts the inform
ation system

 dow
n; 

restarts the inform
ation system

; [Assignm
ent: organization-defined 

alternative action(s)]] 

 P
aram

eter: [---] 

S
I-6 (P

KI-1)                                                                     
S

ystem
s verify audit logging is turned on at startup 

and notifications are received for any audit logging 
that fails. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

S
I-7  S

oftw
are and Inform

ation 
Integrity  

S
I-7  

S
I-7 (1)  

S
I-7 (2)               

S
I-7 (5)  

S
I-7 (7)  

S
I-7 (14)  

S
I-7 (P

KI-1) 

S
I-7 

[Assignm
ent: organization-defined softw

are, firm
w

are, and 
inform

ation] 
P

aram
eter: [---]                         

 S
I-7 (1) 

[Assignm
ent: organization-defined softw

are, firm
w

are, and 
inform

ation] [S
election (one or m

ore): at startup; at [A
ssignm

ent:  
organization-defined transitional states or security-relevant 
events]; [Assignm

ent: organization-defined frequency] 
P

aram
eter: [---] 

P
aram

eter: [---] 
P

aram
eter: [---]    

 S
I-7 (2) 

[Assignm
ent: organization-defined personnel or roles] 

P
aram

eter: [---] 
 S

I-7 (5) 
[S

election (one or m
ore): shuts the inform

ation system
 dow

n; 
restarts the inform

ation system
; im

plem
ents [Assignm

ent: 
organization-defined security safeguards]] 
P

aram
eter: [---] 

P
aram

eter: [---] 
 S

I-7 (7) 
[Assignm

ent: organization-defined security-relevant changes to 
the inform

ation system
] 

P
aram

eter: [---] 
                         

S
I-7 (P

KI-1)                                                                     
The organization ensures that S

oftw
are and 

Inform
ation Integrity tools are under the control of 

Trusted R
oles. 

 

S
I-8  S

pam
 P

rotection  
S

I-8  
S

I-8 (1)  
S

I-8 (P
KI-1) 

 

N
one. 

S
I-8 (2). P

rohibited. 

S
I-8 (P

KI-1)                                                                     
The organization ensures that updates to S

pam
 

protection m
echanism

s for the P
KI C

A
 com

ponents 
are under the control of Trusted R

oles 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

S
I-10  Inform

ation Input V
alidation  

S
I-10  

S
I-10  

[Assignm
ent: organization-defined inform

ation input] 

P
aram

eter: [---] 

N
one. 

S
I-11  E

rror H
andling  

S
I-11  

S
I-11b.  

[Assignm
ent: organization-defined personnel or roles] 

P
aram

eter: [---] 

N
one. 

S
I-12  Inform

ation O
utput H

andling 
and R

etention  
S

I-12  
N

one. 
N

one. 

S
I-16  M

em
ory P

rotection 
S

I-16 
S

I-16.  
[Assignm

ent: organization-defined security safeguards] 
P

aram
eter: [---] 

N
one. 

P
R

O
G

R
A

M
 M

A
N

A
G

E
M

E
N

T 

P
M

-1  Inform
ation S

ecurity P
rogram

 
P

lan 
P

M
-1                        

P
M

-1b.  
[Assignm

ent: organization-defined frequency]                  
P

aram
eter: [---] 

N
one. 

P
M

-2  S
enior Inform

ation S
ecurity 

O
fficer 

P
M

-2 
N

one. 
N

one. 

P
M

-3 Inform
ation S

ecurity 
R

esources    
P

M
-3 

N
one. 

N
one. 

P
M

-4  P
lan of Action and M

ilestones 
P

rocess 
P

M
-4 

N
one. 

N
one. 

P
M

-5 
P

M
-5                 

P
M

-5 (P
KI-1) 

N
one. 

P
M

-5 (P
KI-1)                                                                     

The organization ensures that inventory of P
KI 

S
ystem

 C
om

ponents is perform
ed under the control 

of Trusted R
oles. 
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C
ontrol N

um
ber and N

am
e 

 

FPK
I C

ontrols 
and 

Enhancem
ents 

 

C
ontrol Param

eter R
equirem

ents 
PK

I-Specific R
equirem

ents and G
uidance 

P
M

-6 
P

M
-6                 

P
M

-6 (P
KI-1) 

N
one. 

P
M

-6 (P
KI-1)                                                                     

The organization ensures that m
onitoring and 

reporting of inform
ation security m

easures of P
K

I 
S

ystem
 C

om
ponents perform

ance is perform
ed 

under the control of Trusted R
oles. 

P
M

-7 
P

M
-7 

N
one. 

N
one. 

P
M

-8 
P

M
-8 

N
one. 

N
one. 

P
M

-9 
P

M
-9                

P
M

-9 (P
KI-1) 

N
one. 

P
M

-9 (P
KI-1)                                                                     

B
ecause P

KI is used to m
anage and m

itigate risk to 
other system

s and inform
ation, the organization 

ensure that the risk m
anagem

ent strategy in a P
KI 

environm
ent is specific to a P

KI infrastructure. 

P
M

-10 
P

M
-10a,c                 

P
M

-10 (P
K

I-1) 
N

one. 
P

M
-10b.  R

eplaced by P
M

-10 (PK
I-1) 

P
M

-10 (P
K

I-1)                                                                     
The organization ensures that the specific roles and 
responsibilities for the risk m

anagem
ent process for 

P
KI inform

ation system
s are approved by the PK

I 
P

olicy M
anagem

ent A
uthority (P

M
A

). 

P
M

-11 
P

M
-11 

N
one. 

N
one. 

 


